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ChemicalWarfare:A Tutorial

Introduction CWAgents
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— They land on [he ground in ~ random p~ttern and

detonate, covering an ~rea Iwger ~nd more e~enly

than with J bu Ik-ii I I munition.

.

~ I

Optimum fuzing can vur} depending on [he agent.

Implct fuzing, employed in ground-burst munt -

tions. IS best used i n conju ncrlon ~ i th \ ola[l le.

non pers is[en( agents, which gener~l Iy w i I I d j i p~te
it’ di>semi nated at too great im tilt itude. Prox Iml [y

fuzing—whether based on l~sers, r~dar, barometric

pressure, or timers—is best used in conjunction

with persl stent agents, which ctin be Jisiem i n~ted

J[ higher altitudes ~nd ~ti II reach the [at-get.

Production of CW Agents

ugents, piwticul~rly the firs[-generation

agents. are simple to produce. They are often

based on technology that is at least W yeors old

and sometimes older. putting them well within the

reach of virtually any Third World country thtit

wants them. Newer agents, particularly the nerve

agents, tire more difficult to produce; however, the

technology for these agents is widely a~ai table i n

the public domain.

Chemictil munitions usudlly ftill into one of two

c~tegories; unitary or hi nary. A unitary munition

currt ains the agent i tse If, w hi Ie hi n~ry munitions

cont~i n two agent precursors t h~t mix i n the m un i -

I ion and form agent before or during flight.

Lnitdries are ~b[e to deliver more ~gent per muni-

tion, but binaries-bec~use they contain the less

toxic precursors-are safer

CW agents c~n UISO be carried in submunitions or

bomblets. The submunitions ~re ejected from the

prim~ry munition some distance Jbove the ground.

In many way~, production [)f CW ~gents is like

thut ot legitimate commercl UI compounds. L30[h Im

vol ve use ot stmdard chem Ical process equ Ipme nt,

inc Iudl ng reactor \esse is, i n w hich product ion m-

tuJll) occurs; disti Ilation columns ~nd (i Iters,

w here compounds are separated or purtfied: he~t

exchangers, to control temperature; ~nd \ ~rious

pumps. pipes, \al\es, and other items th~t control

the mo~ ement of chemical~ throughou[ the plant.

The greatest similarities occur between pesticide

and nerve tigent production units because these

compounds ~re so closely rel~ted.

There are some pieces of equipment, such as tho.e

control led by the Austral iu Group ( see inset). th~t

~re d ISIInet enough to warrant special cons ide ra-

tion. in particular, equipment that is except ion~ll>
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Dual-use processing equipment that is applicable
to the munufucture of CW agents and precursor
chenriculs.
Human, unimal, und plant pathogens and toxins
with potential BW upplicutions.
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v~loprnent,production, or disseminaticmof BW
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p c to
f{~cuson export controls, the Australia Group will
remain a viab!eforce in curtailittg the spread of
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to the Chemical and Biological Weapons
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eliminating these weuponsfrom world arsenals.
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Table 1
C hW aA g

F
A g
cl-
Nerve

I
A

Veryrapid
Veryrapid
Veryrapid
Veryrapid
Rapid

A S

Tabun
Sarin
Soman
GF
Vx

GA
GB
GD
GF
Vx

Low
Low
Moderate
Moderate
Veryhigh

H.HD
HN-1
HN-2
HN-3
Cx
L
PD
ED
MD

Very high
High
Moderate
Very high
Low
High
Low-moderate
Moderate
Low

Delayed
Delayed
Delayed
Delayed
Immediate
Rapid
Rapid
Delayed
Rapid

Delayed
Variable

Rapid
Rapid
Delayed

Blister

Choking

Sulfurmustard
Nitrogenmustard

Phosgeneoxime
Lewisite
Phenyldichloroarsine
Ethyldichloroarsine
Methyldichloroarsine

Low
Low

Phosgene
Diphosgene

CG
DP

AC
CK
SA

Hydrogencyanide
Cyanogenchloride
Arsine

Low
Low
Low

Low
Low
Low

Low
Low-high
Moderate-veryhigh
Low-high

Blood

DA
DC
DM

Rapid
Rapid
Rapid

Immediate
Immediate
Immediate
Immediate

Riotcontrol
(vomiting)

Diphenylchloroarsine
Diphenylcyanoarsine
Adamsite

CN

R
CsL

Riot control
(teargas)

Psycho-
chemical

Chloroacetophenone
Chloropicrin
Bromobenzylcyanide
O-chlorobenzylidene

malononitrile

Delayed3-Quinuclidinyl
benzilate

BZ High
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Table 2
CW Agent Precursor Chemicals--Uses and CW Agent Equivalents

P Chemical Civil per

1. Thiodiglycol Organic synthesis Sulfur mustard (HOI 13

1

Carner for dyes In

textile Industry

Lubricant additives Sesqul mustard (Q) 1.79

M p

2. Phosphorus oxychlonde Organ{c synthesis Tabun (GA) 1.05

10025-87-3

Plastlclzers

Gasoline additives

Hydraullc fluids

Insecticides

Dopant for semiconductors

grade silicon

Flame retardants

3. Dlmethyl methylphosphonate Flame retardants Sann (GB) 1,12

(DMMP) 756-79-6
Soman (GD)

GF 1.45

4. Methylphosphonyl difluoride Organic synthesis Sarin (GB) 1,40

676-99-3

Specific uses not identified Soman (GO) 182

GF 1.80

Methylphosphonyl dichloride Orgamc synthesis Sann (GB) 1.05

676-97-1

Specific uses not identified Soman (GD) 1.36

GF 1.35

Dime\hylphosphNe Organic synthesis Sann 1

8

Lubricant additive Soman 1.65

GF 165

I

1 (Figures in parentheses are based on the use of PC13as a chlorine donator in the reaction,)
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Precursor Chemical CivilUses CWAgent Unitsof Agentper
Production Unitof Precursor

Phosphoms tnchlonde Organic synthesis VG 1.95

7719-12-2

Insecticides Tabun (GA) 1.18

Gasoline additwes Sarin (GB) 1.02

Salt process (0,34)

Plasticizers

Surfactants

Dyestuffs

Rearrangement process 1,02

(068)

Soman(GD) 1.32

Salt process (044)

Rearrangement process 1,32

(

GF 1.31

Salt process (0.44)

Rearrangement process 1.31

(0.87)

8, Trimethyl phosphlte Organic synthew Used to make dimethylmethyl- See #3
121.45-9 phosphonate (DMMP)-molecular

rearrangement.

Thionyl chlondez Organic synthesis Sarin (GB) 1.18
7719-09-7

Soman (GD) 1,53

GF 1.51

Sulfur mustard (HD) 1,34

Chlorinating agent Sesqui mustard (Q) 1,84

Nitrogen mustard (HN-1) 0714

Pesticides Nitrogen mustard (HN-2) 0.655

Engineering plastics Nitrogen mustard (HN-3) 1.145

10. 3-Hydroxy-l -methylpiperidine Specific uses not identified. Non-identified. Could probably

3554-74-3 Probably used in pharmaceu- be used in the synthesis of psycho-

tical industty, active compounds such as BZ.

11. N,N-diisopropyl-( beta)- Organic synthesis Vx 1.64
aminoethyl chloride

96-79-7 Vs 1.72

2 (Thionyl chloride could serve as chlorinating agent m all of these processes-other chlorinating agents could be substituted.)

10



Precursor Chemical CivilUses , (2WAgent Unitsof Agentper
Production Unitof Precursor

12 N,N-dllsopropyl - Orgamc synthesis Vx 1 66

amlnoethaneth}ol

5842-07-9 Vs 1 75

13 3-Qulnuclldinol Hypotenslve agent BZ 265

1619 -34-7

Probably used in synthesis

of pharmaceuticals

14. Potassium fluoride Fluonnatlon of organic Sann (GB) 2

7 - compounds

Cleaning and disinfecting Soman (GO)

brewery, dairy and other food

processing equipment.

Glass and porcelain GF 310

manufacturing

15. 2-Chloroethanol Organic synthesis Sulfur mustard (HO) 099

107-07-3

Manufactunng of ethylene- Sesqul mustard 099

oxide and ethylene-glycol

Nitrogen mustard (HN-1) t

Insecticides

Solvent

16. Dimethylamme Orgamc synthesw Tabun (GA) 361 —

124-40-3

Pharmaceuticals

Detergents

Pesticides

Gasoline additive

Missile fuels

Vulcanization of wbber

Diethyl ethylphosphonate Heavy metal extraction Ethyl satin (GE) 0.93

70-38-6

Gasoline additive

Antifoam agent

Plasticizer

II



CWAgent Unitsof Agentper
pr=ursor Chemical CivilUses

Production Unitof Precursor

organicsynthesis Tabun (GA) 090
18, Diethyl N.N-dimeUIyl

phosphoramidate

2404-03-7 Specific uses not identified

Organic synthesis VG Catalyst
19, Diethylphosphi!e

7
Paint solvent

Lubricant additive

Sarin (GB)

Soman(GD)

GF

1.02

1

1.30

Organic synthesis Tabun (GA) 1.99
20,Dimethylamine HCI

5
PhannaceuticalS

Surfactants

Pesticides

Gasoline additives

21. Ethylphosphonous dichloride Organic synthesis VE 1.93

1498-40-4
Specific uses not identified Vs 2

but could be used in manufac-

turing of flame retardant% Ethyl aarin (GE) 1.18

gas additives, pesticides,

surfactants, etc.

22. EthylphosphonYl dichloride organic synthesis EtIyl sarin (GE) 2.10

1066-50-8
Specific uses not identified.

Ses #21.

23. EthylphosphonYl difluoride Organtc synthesis Ethyl satin (GE) 2.70

7
Specific uses not identified.

See #21.

Sarin (GB) 70
24, Hydrogen fluorlde Fluoridating agent In

7 - chemical reactions

Catiyst in alkylationand Soman(GD) 9.11

polymerization reactions

Additives to liquid rocket Ethyl satin (GE)

fuels

Uranium refining GF 9.01

Bz 1.39
Methylbenzilate Organic synthesis

76-89-1
Tranquilizers

12



Precursor Chemical CivilUsea CWAgent Unitsof Agentper
Production Unitof Precursor

Methylphosphonous dichloride Organic synthesis Vx 2.28

676-83-5

27 N,N-diisoProPYl.(beta)- Organic synthesis Vx 1.64

aminoethanol

96-80-0 Spec!fic uses not identified

28. Pinacolyl alcohol Specific uses not identified Soman (GD) 1.79

464-07-3

O-ethyl,2-diisopropyl Specific uses not identified Vx 1.14

aminoethyl methyl-

phosphonate (QL)

57856-11-8

30. Tnethyl phosphite Organic synthesis VG 1.62

122-52-1

Plasticizers

Lubricant additives

31. Arsenic trichlonda Organic synthesis Amine 043

7784 -34-1

Pharmaceuticals Lewisite 1,14

Insecticides

Ceramics Adamsite (DM) 1.53

Diphenylchloroarsine (DA) 1.45

32. Benzilic acid Orgmc synthesis BZ 1.48

76-93-7

33. Diethyl methylphosphonite Organic synthesis Vx 1.97
15715-41-0

34. Dimethyi ethylphosphonate Organic synthesis Ethyl satin (GE) 1.12

6163-75-3

Ethylphosphonous dlfluorida Owanic synthew VE 2.58

430-78-4

Ethyl sarin (GE) 157

Methylphosphonous difluotide Organic synthesis Vx
7

WA 2

Sann (GB) 167

Soman (GO) 2.17

GF 2.15

13



Precursor Chemical CivilUses CWAgent Unitsof Agentper
Production Unitof Precursor

3-Qulnuclidone Same as #13 Bz 2.65

1619-34-7 3-quinuciidinol

Phosphorous pentachloride Organic synthesis Tabun (GA) 0,78

1 -

Pesticides

Plastics

39. Pinacolone 75-97-8 Specific uses not identified Soman (GO) 1,82

40. Potassium cyanide ExtractIon of goid and salver Tabun (GA) 1.25

1 from ores

Pesticide

Fumigant Hydrogen cyanide 041

Electroplating

41, Potassium bifluoride Fluorine production Sarin (GB) 1.79

7 -

Catalyst in alkylatlon Soman (GD) 2.33

.
Treatment of coal to reduce GF 2.31
slag formation

Fluid in silver solder

42, Ammonium biffuoride Ceramics Satin 2

1 -

Disinfectant for food equipment Soman (GD) 3

Electroplating GF 3.16

Etching glass

Sodium fluoride 7681-49-4 Pesticide Sann (GB) 3.33

Disinfectant Soman (GD) 4.34

Dental prophylaxis GF 4.29

Glass and steel manufacturing

Sodium blfluonde Antiseptic Sarin (GB) 2.26
1333-83-1

Neutralizer in faundty Soman (GO) 2.94

operations

Tin plate production GF 2.91

14



Precursor Chemical CivilUses . NV Agent Units of Agent per

Production Unit of Precursor

45. Sodium cyanide ExtractIon of gold and silver Tabun (GA) 1,65

143-33-9 from ores

F H c

M d p C c

0,55

1 25

Core h m

Nylon production

46. Tnethanolamme Organic synthesw Nitrogen mustard (HN-3) 1.37

1

Detergents

Cosmetics

Corrosion inhibitor

Plastlclzer

Rubber accelerator

47. Phosphorus pentasulfide Organic synthesis VG 1.21

1 -

Insect!clde Vx 1.20

Mitocides

Lubricant 011addltwes

Pyrotechnics

48. Dllsopropylamlne 108-18-9 Orgamc synthesis Vx 365

Specific uses not Identified

Diethylam!noethanol 100-37-8 Orgamc synthesis VG 230

AntI-corrosion compositions VM 2.05

Pharmaceuticals

Textile softeners

50 Sodium sulfide 1313-82-2 Paper manufacturing Sulfur mustard (HO) 2.04

Rubber manufacturing

Metal refining

Dye manufacturing



Precursor Chemical CivilUses CWAgent Unitsof Agentper
Production Unitof Precursor

51 Sulfur monochlonde Organic synthesis Sulfur mustard (HD) 1 18

sulfur chloride

10025-67-9 Phannaceutlcals

Sulfur dyes

Insectlcldes

Rubber vulcanization

Polymerization

catalyst

i+ardervng of soft woods

Extraction of gold from ores

Sulfur dichloride Organic synthesis Sulfur mustard (HO) 1.54

10545-99-0

Rubber vulcanizing

Insecticides

Vulcanizing oils

Chlorinating agent

53, Triethanolamme Organic synthesis Nitrogen mustard (HN-3) 1,10

hydrochloride

Insecticides

Surface active agents

Waxes, polishes

Textile specialties

Lubricants

Toiletries

Cement additive

Petroleum demulstfier

Synthetic resin

N,N-dllsopropyl-2- Orgamc synthesis Vx 1,34
amlnoethyl chloride

hydrochloride



1.

1.

2.

3.

4.

5.

6.

Manufacturing Facilities and Equipment

ReactorVesselsand Agitators(withtotal
volume greater than 100 liters and less than
20,000 liters)

Storage Tanks, Containers, and Receivers
(with total volume greater than 100 liters)

Heat Exchangers or Condensers

Distillation or Absorption Columns

Valves and Multi-Walled Piping (multiple-seal
valves, bellows-seal valves, diaphragm valves,
and multi-walled piping incorporating a leak de-
tection port)

Pumps (multiple-seal, canned-drive, magnetic
drive,bellows or diaphragm pumps having a
flow rate greater than 0.6 cubic meter per hour;
or vacuum pumps with a flow rate greater than
5 cubic meters per hour)

Materials of construction for all surfaces of the
foregoing equipment in direct contact with the
chemicals being processed:

(a) Nickel or alloys with more than 40 percent
nickel by weight.

(b) Alloys with more than 25 percent nickel ~nd
20 percent chromium by weight.

(c) Fluoropolymers.

(d) Glass or glass-lined.

(e) Tantalum, titanium, zirconium, or their alloys.

(f) Graphite (for heat exchangers, pumps, and
multi-walled piping only).

(g) Ceramicsor ferrosilicon(for pumps only).

7. Filling Equipment (remotely operated)

Materials of construction for al! surfaces of the
foregoing equipment in direct contact with the
chemicals being processed:

(a) Nickel or alloys with more than40 percent
nickelby weight.

(b) Alloyswithmore than 25 percent nickel and
20 percent chromium by weight.

8. Incinerators (withan averagecombustion
chambertemperaturegreaterthan 1000I)C)

Materialsof constructionfor all surfacesof the
foregoingequipmentin direct contact with the
chemicals being processed:

(a)

(b)

(c)

Nickel or alloys with more than 40 percent
nickel by weight.

Alloyswith more than 25 percent nickel and
20 percent chromium by weight.

Ceramics.
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Table 3 (continued)

9. Whole plants

II. Toxic Gas Monitoring Systems

1. Detectors

Toxic gas monitoring systems:

(a) D for continuous operation and capable
of detecting chemical warfare agents and desig-
nated chemical warfare agent precursors as
well as organic compounds containing phospho-
rus, sulfur, fluorine, chlorine at a concentration
less than 0.3 milligram per cubic meter of air.

(b) Capable of detecting cholinesterase-inhibiting
activity.

1 Related Technology

Technology, including licenses, directly associated
with the manufacture of chemical weapons agents,
their precursors, or dual-use equipment for such
manufacture.



Table 4
Availability Review for Key Dual-Use Chemical
Production Equipment

Item 1. Chemical process equipment constructed
of Hastelloy, Monel, or another alloy with a
nickel content in excess of 40 percent by weight,
as follows: reactor vessels, storage tanks, and
containers, heat exchangers, distillation columns,
degassers, or condensers.

The chemical process equipment specified in this
item is available from many countries in Europe,
Asia, Latin America, Eastern Europe, and the in-
dependent republics of the former Soviet Union.
These specifications encompass equipment suitable
for treating certain common industrial wastes, sew-
age and potable water, as well as producing chemi-
cal and biological warfare agents. Following is a
list of countries believed to have production capa-
bilities for such chemical process equipment. In
addition to the countries identified below, a scrap
market exists from which a potential purchaser
may obtain equipment.

The countries listed below are believed to be capa-
ble of manufacturing the chemical process equip-
ment described.

Reactor Vessels
United Kingdom, France, Germany, Switzerland,
Hungary, China, Japan, India, Brazil, Korea, and
Italy (also see Item 3 for glass-lined reactors).

Storage Tanksand Containers
Japan,Sweden, Korea,Germany,Taiwan,South
Africa,Mexico, countries of former Yugoslavia,
Czechoslovakia, France, and Russia and the other
newly independent states.

Heat Exchangers
France, United Kingdom, China, Russia and the
other newly independent states, Germany, Japan,
and Singapore.

DistiMion Columns
France,United Kingdom,China Russiaand the other
newly independentstates,Germany,and Japan.

Condensers
These are available from manufacturers worldwide,
including Third World countries.

Item 2. Thermometers or other sensors encased
in alloy with a nickel content in excess of 40
percent.

Thermometers or other sensors are available world-
wide and, for this purpose, can be placed in a ther-
mal well or encased as the end user specifies.

Item 3. Chemical process equipment listed in
Item 1, which is fined with nickel, polyvinyiidene
fluoride, high-density polyethylene, or glass.

Chemical processing equipment with corrosion-
resistant linings is also available worldwide. The
principal manufacturers for nickel-lined, poly-
vinylidene fluoride-lined, and high-density
polyethylene-lined equipment are in Western
Europe and Japan.

2



Table 4 (continued)

For glass-lined equipment, the principal manufac-
turers are in Western and Eastern Europe, Japan,
and South America. although China also possesses
the capability to manufacture glass-lined equip-
ment. The uses for this equipment range from the
treatment of potable water, sewage, or industrial
wastes to production of chemical and biological
warfare agents.

Countries capable of manufacturing equipment
lined with materials other than glass are identified
below. For glass-lined equipment, specific compa-
nies are identified.

Lined With Nickel, Polyvinylidene
High-Density Polyethylene
Japan,Germany,andSwitzerland.

Glass-b”nedReactors

Fluoride, and

United Kingdom-Canon (subsidiaryof GEC);
Pfaudler Balfou; France-DeDetrich; Germany—
P GDR);
Switzerland—Estella;Hungary—Lampart;
Japan—shinkoPanTac;HakoSanyo;1ndia—
GMN Pfaudler;Brazil—PfaudlerS.A.; Italy—
Tycon and Technoglass.

China and South Korea are capable of producing
this g e

Item 4. Pumps and valves( incorporating a
body made from alloy with a nickel content in
excess of 40 percent by weight, or (b) lined with
nickel, or (c) otherwise designed to be utilized
with fluorine or hydrogen fluorine, or or-
ganophosphorus compounds. (Note: includes
doubie-seal, electromagnetic drive, or canned
pumps; bellows or diaphragm valves meeting
this specification.)

Based on a review of the manufacturers”buyer
catalogs, pumps incorporating a body made from
alloy with a nickel content in excess of 40 percent

1

by weight are avaiiabie from sources in Japan,
Israel, and North Korea, Such pumps are also a -

able from sources in Brazil, France, India, Israel,
Taiwan, South Korea, South Africa, China, and
Russia and the other newly independent states.

21



Table 4 (continued)

Valves, similarlymadefromnickelalloy,are also
availablefrommanufacturersin France, Israel,and
Korea.Below is a list of manufacturers identified
for pumps and valves.

Pumps

Japan—Ebar&Teikoku,Nikkiso, Sanwa, Seikow
Chemical, Iwaki, Kira, N.G.K.; Israel—Meltzer
and Sons Ltd., HameitzPumpMFG. Ltd.; South
Korea—KoreaChemicalEngineeringCo., Ltd.

Valves
France-Gachot S.A.; Israel—Ham-LetMetal
Products,KimProductionLtd.,EZM-MPLachis
Zafor;South Korea-Foxboro Korea,Ltd.

Item 5. Filling equipmentenclosed in a glove
box or similar environmental barrier, or incor-
porating a nickel-lined or Hastelloy nozzle.

Filling equipment,as describedin this item,is
availablefrommanufacturerswithinAG andthe
non-AGcountriesof China,Taiwan,andRussia
andthe othernewlyindependentstates.The
manufactureof Hastelloynozzlesis probably
limitedto GermanyandItaly,althoughnickel-lined
nozzlesare availableand in abundant supply ona
worldwide basis. The following are known
manufacturers of Hastelloynozzles:

Germany—SprintMetalEdelstahlziehereien,
Lechler,HP+ HP,andChemie-Stellglieder;
Italy-cucchi PompeandPNRI.

Item 6. Incineratorsspeciallydesigned to inciner-
ate (a) any chemical weapons agent or listed
p=ursor; or (b) organophoaphoruscompounds.

Incinerators described in this item are available
from AG and non-AG countries. Six countries with
13 manufacturers of this equipment are identified
below, although Russia may also possess the capa-
bility to manufacture such incinerators.

Australia—Dorr-Oliver;Finland—Alsthom,
Otokupo, and Tampella; Germany—Deutsche
Babcock, Von Roll, Dorr-Oliver, and Lurgi;
Japa*IHI; Sweden-Asea BrownBoVeri(ABB),
Gotaverken,andNiro; Switzerland—Thyssen.

Item 7. Toxic gas monitoring systems designed
to detect phosphorus, sulfur, or fluorjne com-
pounds, or designed to detect any CW agent,
which are (a) designed for continuous operation,
and (b) capable of detecting such chemicals at a
concentration less than 0.1 milligram per cubic
meterofair.

Toxicgas monitoring systems, as described in this
item, are available from the United Kingdom and
Russia and the independent republics of the former
Soviet Union. The United Kingdom is considered a
world leader in the manufacture of detection sys-
tems for hazardous gases. The former USSR
reportedly had developed a semiautomatic gas
analyzer capable of detecting toxic gas concentra-
tions at a level of 0.05 milligram per cubic meter
of air. The manufacturers for this type of equip-
ment are:

United Kingdom—SKC,Bruel & Kjaer,
Neotronics, and Crowcon Instruments Ltd.; Russia
and the other newly independent states-Odessa
State University.

Item 8. Monitoring systems for detection of
chemical compounds having anticholinesterase
activity.

The availability of monitoring systems capable of
detecting anticholinesteraseactivity is widespread,
with developments in Sweden, Finland, Russia and
the other newly independent states, and the former
Yugoslavia. A 1989 study indicated that the newly
independent states’ armed forces employed the
PKHR-MV analyzer during field training exercises.
Manufacturers of this item are:

Former Yugoslavia—VTIfacility:Swede*FFC
Ordnance; Finland—Instrumentation Oy.
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Biological Warfare:A Tutorial

Introduction

Biologicalwarfare(BW) is the use of pathogensor
toxinsfor militarypurposes.BW agents are inher-
ently more toxic than CW nerve agents on a
weight-for-weight basis and can potentially provide
broader coverage per pound of payload than CW
agents. Moreover, they are potentially more effec-
tive because most are naturally occurring
pathogens—such as bacteria and viruses-which
are self-replicating and have specific physiologi-
cally targeted effects, whereas nerve agents are
manufactured chemicals that disrupt physiological
pathways in a general way.

To a country considering a BWprogram,one ad-
vantageof biologicalweaponsover chemicalor
nuclear weapons is that there are no reliable BW
detectiondevices currently available nor are there
any recognizable signals to the human senses. The
delay in onset of symptoms could make it difficult
to identify the time and place of the attack.
Moreover, a BW attack might be readily attributa-
ble to a natural outbreak, providing the attacking
country with grounds for plausible denial. In addi-
tion, biological weapons can be targeted not only
against personnel, but also against crops, domestic
livestock, and specific kinds of materiel.

Despite their potentially more devastating effects,
biological agents have not been used on any sig-
nificant scale, possibly for a number of reasons.
Perhaps for some countries the principal deterrent
to the actual use of BW is uncertainty about ulti-
mate consequences. Biological weapons rarely
produce instant casualties, and their effects can be
uncertain. The risk, for example, of accidentally
exposing friendly forces or civilian populations to
BW can be dependent on changing meteorological
conditions. International outrage—muted in the

Iraqi CW attacks on Iranians and Kurds-could
be much more severe if BW weapons, with their
devastating effectiveness, result in massive casual-
ties.

Virtually all the equipment, technology,and
materials needed for biological agent production
are dual use. Therefore, very little distinguishesa
vaccine plant from a BW production facility. The
technical skills required to start and run a program
are commensurate with basic training in microbiol-
ogy, and additional knowledge can easily be gained
through training courses available from equipment
suppliers or scientific meetings. Because of the
dual-use nature of BW research and equipmen~
any BW program could be easily disguised as a
legitimate enterprise. For example, known BW
threat agents include the organisms that cause
anthrax, botulism, tularemia, plague, and Q-fever;
because these organisms represent a variety of
clinical pathogens, extensive legitimate research
is continually under way to eradicate or control
them. Medical research or vaccine development,
for example, requires production of such organisms
on scales vwying from laboratory to pilot and
industrial levels.

BW Agents

Agents that have been widely recognized as having
military utility include pathogens—such as bac-
teri%viruses,and fungi-as well as toxins. For
BW purposes, these agents are incorporated into
a munition or some type of dissemination system.
The material delivered in the weapon is custom-
arilydefinedas the BW agent.
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Pathogens, defined as organisms that cause disease
in man, may be grownand exploited for military
purposes. as is the case for the bacterial agents that
produce anthrax, plague, tularemia. and Q-fever.
Other known BW threat agents include viruses—
submicroscopic infective agents composed of DNA
or RNA that require living cells to replicate. As
BW agents, these organisms can produce a wide
range of results, with varying degrees of toxicity
and time of onset. The route of entry—
percutaneous, ingestion, inhalation, parenteral—
impacts dramatically on the effective dosage of
both BW and CW agents. (For a listing of organ-
isms that could potentially be exploited for BW
applications, please see tables 5 through 8.)

Alternatively, organisms can be grown to produce
toxins that are exploited in weapons, as, for exam-
ple, Clostridium botulinum, a toxin-producing
organism that is the causative agent of botulism.
Toxinsare poisonouscompoundsproducedby
livingorganisms.They are usually proteins that act
upon specific receptors in the body. Most are rela-
tively unstable to heat and other traumatic and
environmental factors, although some can be sepa-
rated into smaller fragments that are more stable
while retaining toxicity.
or highly incapacitating, with some having poten-
tially greater toxicity than well-known CW agents.
Toxins are produced by a variety of organisms,
including microbes, snakes, insects, spiders, sea
creatures, and plants,

One example of a plant toxin is ricin, which is
derived from the castor bean. The use of this toxin
against two Bulgarian defectors in an
“umbrella gun’”underscores another application
of BW agents: clandestine or terrorist use. Other
examples of toxins having potential application
as BW threat agents include tricothecene
mycotoxins-derived from fungi—and algal toxins.
Algal toxins are suited for BW purposes because
of their high toxicity, the lack of vaccines and
medical treatment. and the lack of detection sys-
tems deployed against them. For example, sax-
itoxin, produced by marine algae, acts on the
nerve cells and ultimately causes respiratory arrest.

A theoretical possibility that should not be dis-
counted for BW threat purposes is exploitation of
bioregulators-organic chemicals that regulate cell
processes—and physiologically active compounds
such as catalysts and enzymes. Bioregulatorsare
natural substances produced in very small quanti-
ties that are essential for normalphysiological
functioningof the body. They control cell and
body physiological functions and regulate a broad
range of functions, such as bronchoconstriction,
vasodilation, muscle contraction, blood pressure,
heart rate, temperature, and immune responses.
These substances can be harmful, however, in large
concentrations or if modifications to them bring
about changes in the nature and duration of their
action. Exploited in such a way for military pur-
poses, they could potentially cause such effects
as rapid unconsciousness, heart failure, paralysis,
hypotension or hypertension, or psychological
turbances.

Throughadvancedbiotechnicaltechniques,toxins,
bioregulators,andinfectiousagentsare subjectto
enhancementto increasetheirutilityas BW agents.
For example, potential types of genetically en-
gineered disease-causing agents might include
antibiotic-resistant bacteria; benign microorganisms
genetically altered to produce toxins, venoms,
or bioregulators; immunologicallyaltered viruses
resistant to standard vaccines and not identifiable
by classical serological means; bacteria genetically
altered to have advanced aerosol and environmen-
tal durability.

Production Processesand
Equipment

No specialized facilities are required for the
production of BWagents,sincetheirproduction
involves dual-use equipment and technologies such
as those associated with, for example, a legitimate
vaccine or pharmaceutical plant. For biological
products, there are three general levels of
production—kzboratoryscale, pilot scale, and
industrial scale. There are no clear debarkations
of the vessel sizes for these scaies, but they are
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generally listed as less than 50 liters, 50 to 500
liters, and over 500 liters, respectively.

The pafiicular scale of choice depends on the use
of the end product. In commercial endeavors such
as recombinant insulin production, pilot scale ade-
quately produces enough material, while the
production of antibiotics requires much larger
industrial-scale volumes. For military applications,
pilot scale operations could produce strategically
significant quantities of agents, but even laboratory
scale operations could, in time, produce enough
material for military needs. Genetic engineering
offers a great potential for more efficient produc-
tion of BW agents-especially for those toxin
agents that naturally occur in very small quantities.
For example, the insertion of DNA that codes for a
toxin into a ubiquitous, nonpathogenic organism al-
lows production of significant quantities of that
toxin in pilot-scale equipment.

Laboratory scale production is usually limited to
research or “bench top” work. It is difficult to dis-
tinguish between legitimate commercial and offen-
sive BW research activities because the laboratory
equipment is generally the same for both or can be
rapidly switched. All e used to
research, develop, and produce BW agents is es-
sential for safe and efficient handling of deadly or-
ganisms in legitimate biological research. Thus,
standardbiologicallaboratoryequipment,such as
fermenters, large-scale lyophilizers or freeze
dryers, class II or III safety hoods, High-Efficiency
Particulate Air (HEPA) filters, and centrifuges,
could easily be subverted to a weapons program.
International attempts are under way to control the
sale of this equipment to proliferating countries,
although the dual-use nature of the equipment is
an inherent problem in identifying BW-related
exports.

For research on highly pathogenic organisms, high-
containment or maximum-containment facilities
and equipment are generally utilized. The designa-
tions P-l/BL-l through P-4/BL-4 refer to (Protect-
ion or (B)iocontainment (L)evel, with level 4
being the highest level of protection or contain-
ment. Basically, these level designations represent

the number of physical barriers that prevent an or-
ganism from escaping to the outside from the
laboratory work space.By internationalagreement,
P-4/BL-4 is required for work on dangerousagents
that pose a high risk of life-threatening diseases.
High-containment laboratories (P-4/BL-4) are
costly and difficult to maintain; there are only a
handful of them around the world, with the
majority conducting legitimate research on highly
contagious diseases. It should be noted, however,
that it is not necessary to have a high-containment
facility for work on BW agents. For example,
research of botulinum toxin and anthrax requires
only a recommended P-2/BL-2 level of contain-
ment. If safety is not a concern to a country, most
organisms can be researched at the lowest contain-
ment level available,

Industrial operations require both pilot- and
industrial-scale equipment in order to allow the
scaleup of research efforts. In general the types of
equipment are very similar to those used in labora-
tories, except with increased capacities. Industrial-
scale equipment usually has capacities of tens of
thousands of liters but may be up to several
hundred thousand liters. The limits are usually set
by the support apparatus and the availability of
raw materials, such as media, and spare parts, such
as O-rings and gaskets.

There is no equipmentuniqueto BW agent produc-
tion, although the Australia Group has defined
equipment parameters that would be of particular
utility for BW purposes(see table9). In the typical
biological production process, an organism is
grown in a fermenter in a type of media favorable
to the organism’s growth. Whilesomeorganisms
requireveryspecificnutrients,mostcan be grown
in generic media. Where whole cellular organisms
are the desired endproduct,the cells are subse-

quently separated from the media in a centrifugal
separator and converted to an appropriate form for
storage. For botulinum toxin, however, the end
product is the toxin that is normally secreted into
the media; in this case the cells are separated from
the extracellular fluid in a centrifuge and elimi-
nated; the liquids containing the toxin are then pu-
rified. Other organisms secrete toxins within the

28



B
f?

BL”2

BL-3 ?gBL”4

?? S tof biohazards

F B il

cells; for isolation of these endotoxins, some form
of cell wall disruption is necessary before the end
product can be isolated.

The typeof fermentation process depends upon the
type of end product desired. The most widely used
approaches include discontinuous (“batch”),
anaerobic (“feed batch”), and continuous fermen-
tation. There is extensive overlap of the volumes
among these different processes.

Only recently has the technology existed to
produce militarily significant quantities of BW
agents.Now,virtuallyany knowndisease-causing
agentcan be manufacturedin the laboratory, and
many can be produced on an industrial scale. With

genetic engineering, new possibilities have
emerged, which could allow for design of new
pathogens, more virulent strains of organisms, or
organisms with characteristics tailored to specific
military requirements. With biotechnology and
genetic engineering advances since the 1970s, it
is now possible theoretically to mass-produce
lethal natural products previously available only
in small, militarily insignificantquantities. With
recombinant DNA technology,for example, it is
possible to produce new organisms, exploit varia-
tions on organisms, or induce organisms to respond
in new ways, such as producing synthetic bioregu-
Iators or chemical toxins.
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The Varietyand Specifics of Fermentation Processes

In the discontinuous or “batch”process a singie
batch of nutrients is added to the ferntente~ The
microorganismsare then inoculated into the
nutrient substrate in a process known as charging
or seeding. The microorganisms are allowed to
grow until the substrate has been exhausted, typi-
cally requiring as little as two days. The fermenter
volume is commonly larger than that of other
processes in order to more economically exploit
the nutrients. Anaerobic or “feed batch” fermenta-
tion is carried out in a batch mode in the absence
of oxygen. Fresh nutrient is added periodically
during production to increase product yields.
Usualiy the product is harvested intermittently.
Clostridium botulinum, source of botulinum toxin,
and Bacillus anthracis, positive causative organism
of anthrax, are organisms grown under anaerobic
fermentation conditions.

In continuousfermentation, cells typically are kept
in a state of rapid growth as the secreted end
products are produced. Additional nutrients are fed
into.the fermenter at the same rate as the end
products are removed so that conditions remain
nearly constant. This process increases the overall
yield because end product is produced throughout
the fermentation process. A significant concern,
howevec in long-term continuousfermentation is
possible contamination by undesirable organisms.
This risk is minimized by carefully monitoring the
output and terminating the process if contamina-
tion is detected.

There are numerous t~pes of fermentation vessels
available. A standard, general purpose fermenter
consists of a cylindrical metal vessel (usually

stainless steeil with a 2:1 height-to-diameter ratio
and either a cone-shaped or a sloping bottom to
facilitate emptying. The fermenter also has a num-
ber ports for adding nutrients, removing content
samples, and inserting control probes. Largerfer-
menters have integrated steam systems for cleaning
and sterilization. The tank may befitted with open-
ings for venting or collecting wastegases. Most
are equippedfor agitation by bafle plates fitted in-
side the fermentation tank and an intermeshing
motor-driven impellez The general types offer-
menters include stirred tanks, airlift, chemostatic,
cell, immobilized cell (or enzyme), hoiiow-jibec
and heavy-ton.

The stirred tank and heavy-ton vessels have all the
features described above. The heavy-ton, howevec
are much larger and ars commonly used commer-
cially for Single Cell Protein (SCP) production-a
microbial-based product used for animalfeeds.
These systems are well suited for most BWagent
production. Airlijt systems use bubbling air from
the bottom of the vessel to stir the broth instead of
an agitato~ These systems would be well suited for
fragile organisms but couid not be used in anaero-
bic fermentation. Chemostaticfermenters are
designed to facilitate the continuousfermentation
process. The cell, immobilized cell, and hollow-
jlber fermenters are designed to provide a small
growth surface for the cells by physically separat-
ing the cells from the growth media whiie allowing
diffusion of nutrients and end products through
membranes. These three allow greater and more
eficient yields and are more commonly used with
animal cell systems that have greater growth regu-
lation requirements than bacterial cells.

Procurement Issues

International attempts to stem BW proliferation
havefocusedeitheron suppliers(as theAustralia
Groupis doing)or on self-disclosuresanddeclara-
tions(undertheBiologicalandToxinWeapons
Conventionof 1972). However,supplierresponsi-
bilitiescan be cloudedby thedual-usenatureof the
equipment,andBW developers could claim legiti-
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mate defensive research activitiesor attributeprod-
uction accidents to naturally occurring epidemics.

Both the materials and the technical skillsneeded
to start up a modest offensive BW program are
easily attainable and relatively cheap. In general,
most organisms needed for a potential offensive
BW program are readily available through com-
mercial repositories that isolate, preserve, and dis-
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tribute cultures. Such repositories can supply
thousands of differing bacterial cultures, frozen
or freeze-dried, including classical BW agents such
as anthrax and Clostridium botulinum. An anthrax
culture costs approximately $45 from a US reposi-
tory. The current requirement a signed form
accepting responsibility for the receipt and attest-
ing to the existenceof adequatefacilitiesandprac-
tices to work with potentially highly pathogenic
materials. Until very recently, no other verifica-
tions were necessary to receive such pathogens.
The United States initiated the requirement for
end-user certificateson certainpathogenicorgan-
isms, but even this measure can be circumvented
by otherwise legitimate companies acting on the

behalf of 13Wprograms. Starting cultures could
also be traded, stolen, or obtained gratis from o
research,clinical,or veterinarylaboratoriesor
scientists.Andfinally,anyorganismmaybe iso-
latedfromtheenvironment.

The equipment and materials needed to produce
BW agents. likewise,areeasilyobtainedor c~nbe
adaptedfromreadilyavailableitems.Virtuall! Jr!\
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type flask or useful container can be sterilized in
an everyday pressure cooker and used to grow the
organism. A 20-liter fermenter combined with a
filling port can be obtained from a home brewing
supplier for under $50. These suppliers can also be
a source of larger capacity fermenters. Although
there are specialized complex media for some of
the agents used in BW programs, most agents
can be grown in readily available materials. This
material may be as simple as augmented animal
feeds or easily available milk products. (See table
10for a list of bioprocessing equipment suppliers.)

Finally, it should be noted that advances in bio-
technology have eliminated the need for a stock-
pile of BW agents. Proliferating nations only need
a starter culture of agent; they can then wait until
they wish to use biological weapons to produce the
quantities required. In contrast to a CW program,
for example, there is no need in BW efforts for a
continuing supply of sizable quantities of precursor
chemicals and raw materials.

The following attached tables are provided for
referencepurposes,as an aid in determiningthe
potentialapplicabilityof materialsandequipment
to biologicalagentproduction.A list of producers
of equipmentwithsuch potential applications is
included as table 10.

TableS
BiologicalWarfareAgents:Exampies

Disease CausativeAgent Incubation Fatalities
lime ( Q

Anthrax B aruhracis I-5 80

Plague Y P 90

Tulwemia F 1-1o 5-20
tulwensis

Cholera Vibrior

Venezuelan VEEvirus 2-5 <1
equine
encephalitis

Q fever Coxielfabumetti 12-21 <1

Botulism C M 3 30
lisrumtoxin

Staphykmccal S
enterotoxemia e typeB
(foodpoisoning)

Multipleorgan Trichothecenc Dosede-
toxicity mycotoxin pendent
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Table 6
Core List of Organisms Having Potential BW
Applications

Viruses
Chikungunyavirus
Congo-Crimean hemorrhagic fever virus
Dengue fever virus
Eastern equine encephalitis virus
Ebola virus
Hantaan virus
Junin virus
Lassa fever virus
Lymphocytic choriomeningitis virus
Machupo virus
Marburg virus
Monkey pox virus
Rift Valleyfever virus
Tick-borne encephalitis virus (Russian Spring-
Summer encephalitis virus)
Variolavirus
Venezuelanequineencephalitisvirus
Whitepox
Yellowfever virus
Japanese encephalitis virus

Rickettsiae
Coxiella burnetii
Rickettsia quintana
Rickettsia prowasecki
Rickettsia rickettsii

Bacteria
Bacillus anthracis
Brucella abortus
Brucella melitensis
Bruce[la suis
Chlamydia psittaci
C[ostridiurnbotuiinum
Francisella tularensis
Pseudomonas mallei
Pseudomonas pseudomallei
Salmonella typhi
Shigella dysenteriae
Vibrio cholerae
YersiniaPestis

Genetically Modified MicroorganismsWhich
(a) Contain nucleic acid sequences associated with

pathogenicity and are derived from organisms
in the core list.

(b) Containnucleic acid sequences coding for any
of the toxins in the core list.

Toxins
Botulinum toxins
Clostridium perfringens toxins
Conotoxin
Ricin
Saxitoxin
Shiga toxin
Staphylococcus aureus toxins
Tetrodotoxin
Verotoxin
Microcystin (Cyanginosin)
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Table 7
Animal Pathogens With Potential BW
Applications

Table 8
Warning List

African swine fever virus
Avian influenza virus (only those of high pathoge-
nicity)
Bluetongue virus
Foot and mouth disease virus
Goat pox virus
Herpesvirus (Aujeszky’sdisease)
Hog choleravirus
Lyssa virus
Newcastle disease virus
Peste des petits ruminants virus
Porcine enterovirus type-9
Rinderpest virus
Sheep pox virus
Teschendiseasevirus
Vesicular stomatitis virus

Bacteria
Mycoplasmamycoides

Genetically Modified Microorganisms
Genetically modified microorganisms or genetic
elements that contain nucleic acid sequences as-
sociated with pathogenicity and are derived from
organisms in the core list.

Viruses
KyasanurForestvirus
Louping ill virus
Murray Valley encephalitis virus
Omsk hemorrhagic fever virus
Oropouche virus
Powassan virus
Rocio virus
St. Louis encephalitis virus

Bacteria
Clostridium perfringens
Clostridium tetani
Enterohaemorrhagic Escherichia coli serotype
0157 and other verotoxin producing serotypes
Legionella pneumophila
Yersinia pseudotuberculosis

Genetically Modified Microorganisms Which
Geneticallymodifiedmicroorganismsor genetic
elementsthat containnucleic acid sequences as-
sociated with pathogenicity and are derived from
organisms in the warning list.

Genetically modified microorganismsor genetic
elements that contain nucleic acid sequences cod-
ing for any of the toxins in the warning list.

Toxins
Abrin
Choleratoxin
Tetanustoxin
Trichothecenemycotoxins
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Table 9
General Guidelines for Identifying Dual-Use
Biological Equipment and Related Technology

c a t

1. Complete Containment Facilities at P3/BL3,
P4/BL4 Containment Level

Completecontainmentfacilitiesthat meetthe
criteria for P3 or P4 (BL3, BL4, L3, L4) contain-
ment (as specified in the WHO Laboratory
Biosafety Manual).

D a c

2. Fermenters

(a) Capacity equal to or greater than (300) liters
(L),

(b) Made of polished stainless steel, borosilicate
glass, polished aluminum (or plastic/other non-
corrodiblematerial).
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Table 9 (continued)

(c) Doubleor multiplesealingjoints withinthe 6. E qT [ io 1 C
s c o na i P o P C oH S

f
(d) Capableof in situ sterilizationin a closedstate.

(a) Independentlyventilatedprotectivefull or half
3. Centrifugal Separators suits.

(a) Flowrate greaterthan 100litersper hour. (b) Class III safetycabinetsor isolatorswithsimi-
lar performancestandards.

(b) Componentsof polishedstainlesssteelor
titanium. 7. AerosolI nC

(c) Doubleor multiplesealingjoints withinthe
steamcontainmentarea

Chambersdesignedforaerosolchallengetesting
withpathogenicmicroorganisms,viruses,or toxins
andhavinga capacityof 1cubicmeteror greater.

(d) Capableof in situ steamsterilizationin a
closed state.

O e q
4. Freeze Drying Equipment

Steamsterilizablefreezedryingequipmentwith a
condensorcapacitygreaterthan 50 kgs of ice in 24
hours and less than 1,000kgs of ice in 24 hours.

1. Equipmentfor the microencapsulationof live
microorganismsand toxinsin the rangeof 1 to
10 metersparticlesize,specifically:

(a) Interracialpolycondensors.
5. Cross-Flow Filtration Equipment

(b) Phase separators.
Cross-flowfiltrationequipmentdesignedfor con-
tinuousseparationof pathogenicmicroorganisms,
viruses,toxins,and cell cultureswithoutthe propa-
gationof aerosols,havingall the followingcharac-
teristics:

(a) Equal to or greaterthan 5 squaremeters.

(b) Capableof in situ sterilization.

2. Fermentersof less than 300-litercapacitywith
special emphasison aggregateordersor designs
for use in combinedsystems.

3. Conventionalor turbulentair-flowclean-air
rooms and self-containedfan-HEPAfilterunits
thatmay be used for P3 or P4 (BL3,BL4,L3,
L4) containmentfacilities.
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Table10
AvailabilityReviewof Key Dual-Use
BioprocessingEquipment

1. Worldwidemanufacturersof fermenters United Kingdom Fcrmen[itlion,L

ConfirmedSources(manufacturerscapableof producin8fcr-
(continued) —L S L L

reentersof 100liters or greater): MBR Re~clor( Ltd. —.—
Sulzer (UK). Ltd.

Australia Group Manufacturer

Australia B Braun Australia Pty. Ltd. Non-Australia Manufacturer

Sulzer Auslmlia PtY.Ltd. Group

Austria Andritz Mmchinenfabrik AG Brazil Sulzcrdo Bmsil SA Industrioe C

Beigium Sulzer Belgium SA/NV Bulgaria S R I

Cimada P I S L
M A B
E

S C I C R K S

P S L S

D A R A S R D

F C (made in Switzerland) other newly Inslilute of Applied B

I
i i B P
r

B
M

S G I
I S R I
C M

G A I G B

B B D B G B

C G ( S
—

S D B B
B S G ( I —

UJ S K K F

S uW G

H V UnconfirmedSources: —.—

I A A Group Manufacturer
B B M SPA(made in Gcrm~ny) A B A P L

J B B B C L ( G C i

M A A B

M B iC L
—

R

M R K C L V

N A D i B B
S N

S

B N
C E
E F

S

H
B i

C

M I

C M C I

S SA G
R AG

U K B B M L
L R L

T I

B iL W E i

C L

A L
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Table 10 (continued)

F B & C

R

F B &

B S L

B

I

C

F

G

I n

f

P I

S

G A lN O

W G

A G G

B E

B B

D M G &

D G &

K G

F & H

H F G

H T

H G

G

G

K G

B

K H

L L

M e m

P rG

S L G

S

T : A G

C h e

H M U E E
F o

M T A

I P J B & C L

I A B

O

O

V A

J F E

H M C

H L

I K

K H I

M H I

N K K

N M L

Y H C L

N A V & F

N

B V

ContactFlow
Didton BV

Holurieka Holding BV

Lameris Laboratorium

Marius Instruments

NetherlandsIrrwilute Dairy Research

PharmaciaNederlandBV

RhonePoulencNederkmd

S & K

V E

S C I Q S

K I

S B

N

S A D

A B

L L

R

U K A B L

A E L

A I L

B

B R L

B & P B L

F L

C I I
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Table 10 (continued)

Uniled Kingdom
(continued)

C R L

C L

D E L

I nL

E

F E L

B iL

C B I C M

D l C P

R A S R B
o n I
I L B P
r

S B p

S K D M

( L B P
Y S B p

H E

H & C L

I B iL

L T cI

Worldwidemanufacturersof centrifugalseparators
ProbableManufacturersof CentrifugalSeparators

L C
AustraliaGroup Manufacturer
A B I P L

A H W

W S A G

L & M ( L

M T I

M H E L

N E L
D S AS

f S

F f

B

N D

P E

P hB L

R S C L
D N

S I L
J

( L
G A l G

H S G
T L

T S L
H G

T F L
K I G

I A

B A

D N I

Non.Australia
Group
B

Manufacturer

B

C T P J A L K

N L

L L

N H &

N &

C C & R L

C

C

D

F E I S B & B

S f I

B & H

S Instdacocs Industrial SA

TECHPAR

ZanirwSA Eau!omentos H

CzechR
S

K oS

TM I C
A S

Y Z D R
A . ..



Table10 (continued)

Uni[ed Kingdom A. H L

A E L

Chemical M L

B & T L

B S L

C L

C

D L

D I L

D ( L

E S L

H & S L

J L

I S I

N L

N ( L

S L—
S E L

H & C L

Ze[a Engineering. L

Other WorldwideManufacturersof CentrifugalSeparators

AustraliaGroup Manufacturer
Belgium S Engineering. Ltd.

SwecoEurope SA

C S C I

F F M

F G C c

K

F S

R

G A L T I G

A H

B H GmbH

C P Z G

E lI L

E p pG

H e

I n

W G

I H P I

l F F M C L

H K C L

M K K L

N A I G

S E C

N A V & F

P

P E

S H

N M
G

M J R

R M P I F
I

A S R
E D I F
M B I

S K S M M

K S B

T B C

C J B C L

S R E

Y I M

I l K I M-...—...-
E A

Other Countries
B I R S A p !
I k i c s i
t p m a c I B

P a p p

Worldwidemanufacture~of f d

C S ( c Producing
units over 1,000liters per batchcapacity):

Countries Manufacturer

F F C ( A

France Cellier

CIRP/Serail

U

G L G ( A

U K E H V I ( O
( A

Z i r

40



Table 10 (continued)

Non-Austra!isSGroup——
None iden[illed
(Unconfirmed Sources

AG Countries Manufacturer

A L—
Reichcrt-Jung—.—

Denmark Alias (manufaclurcsau!omaledtray loading
freezedryers for ihe food industry)

France Biolalitle

Froilabo Biomedical——
“ Group S. G. D.

Heraeus

Hibbon Irrl!.

Rua Instruments

Germany A K GmbH

Mm-tinChrist GmbH & Co.. KG.—
Polimex

Iloly E A V
.
Japan OsakaGas

Netherlands G

P C I

S T

S .

ljni~ed Kingdom T—

Non-Austrrsiia Manufacturer
Group—.
I A P L

C C L

I R E

& D E W

S R L

I P L

M J R

P P o

C C P C—

S A I M ( L

O S

T B C

C J B C L

S C L

S R E —

M C L

R I P C and
o n C
i
r

Aerosolgeneratorsspeciallydesignedto disseminatelive
microorganismsor spores
Thesei may c a a ,
g c u a i
s b c p c
d

Equipmentfor the mlcroencapsulationof live micro.
organisms
E u m l m M
a w A p k c
! p o y a c s e
m t k a m c
a t i

Biohazardcontainmentequipment.as follows:(IS)complete
BL-3 or BL.4 level laboratory facilities! (b) equiPmcnt or
components intended c of s f

E d t i a w and out-
side the AG countries. including s C T
F m t e include: —.

Detectionor assaysystemsfor biologicalagentsor toxins,
capableof detectingconcentrationsless thanone part per
millionin air—
B p i G m I

D A a o m
t i D c a w l p

[ s d m [ s .
t L f D p
d f i I t w I
t f T C P
P

Complexmediafor the growthof m
Class3 Class in quantitiesgreaterthan 100kilograms.
speciallybraificart infusionmedia

m d t i t c o C
s m m c p i w a h I

o f a R o n ! i
r C p T c
p s m w a a I G ! !

L K
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A G lo T

Acetylcholinesterase
An enzyme that hydrolyzes the neurotransmitter
acetylcholine. The action of this enzyme is in-
hibited by nerve agents.

Aerosol
A suspension of small, finely divided particles,
either liquid or solid, in a gas; for example, fog
smoke.

Antibody
A protein made by vertebrates as the immune
response to a foreign macromolecule, or antigen.

Atropine
A compoundused as an antidotefor nerve agents.
It is used medically in its sulfate form to inhibit
the actions of acetylcholine in the parasympathetic
nervous system.

BL/P levels
Thereare four biosafetylevels(BLs) that conform
to specified conditions; these conditions consist of
a combination of Laboratorypractices and tech-
niques, safety equipment, and laboratory facilities
appropriate for the operations performed and the
hazard posed by the infectious agents. Formerly
described as “physical containment (P)” levels.

Binary munition
A chemical munition divided into two sections,
each containing precursor chemicals that combine
and react during flight, releasing a chemical agent
upon impact.

Bioregulators
Biochemical thatregulatephysiologicalfunctions
and areproducednaturallyin the body; in inap-
propriate concentrations, however, they can cause
harmful effects.

Biotechnology
Applied biological science; for example,genetic
engineeringandbiofermentationprocesses.

Blister agent
A chemical agentthatcancauseblisteringof the
skin andextremeirritationof theeyesandlungs; I
althoughprimarily an incapacitant, it can cause
death in large doses, Examples are sulfur mustard,
nitrogen mustard, and lewisite.

Blood agent
A chemical agent thatacts on hemoglobinin blood
cells, thus preventing oxygen from reaching cells.
Examples are hydrogen cyanide and cyanogen
chloride.

Chemical warfare
The militaryuse of toxic substancessuch that their
chemical effects on exposed personnel result in in-
capacitation or death.

Choking agent
A chemical agent thatis typicallya nonpersistent,
heavy gas. It irritatesthe eyes and throatand,
when inhaled, can lead to pulmonary edema,
resulting in death from lack of oxygen. Examples
are chlorine and phosgene.

Biological warfare Culture
The use, for military or terrorist purposes, of living A population of microorganisms grown in a
organisms or material derived from them, which medium.
are intended to cause death or incapacitation in
man, animals, or plants.
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Cutaneous
Pertainingto the skin.

DNA
Deoxyribonucleic acid: the genetic material of all
organisms and viruses (except for a small class of
RNA-containing viruses) that code for structures
and materials used in normal metabolism.

Electrophoresis
A techniquethatseparatesmolecules based on size
andlor charge.

Endogenous
Producedor originatingfrom within.

Endotoxin
A toxin produced in an organism and liberated
after disruption of the cell wall.

Enterotoxins
Toxinsof bacterialoriginspecific for cells of the
intestine.

Enzyme
A proteinformedby living cells which acts as a
catalyst on physiological chemical processes.

Exogenous
Producedor originatingfrom without.

Exotoxin
A toxin excretedby a microorganisminto the sur-
rounding medium.

G-series nerve agents
Chemical agents of moderate to high toxicity deve-
loped in the 1930s i a key ner-
vous system enzyme. Examples are tabun (GA),
sarin (GB), soman (CD), and GF.

Genetic engineering
The directed alteration or manipulation of genetic
material.

Hemoglobin
The constituent of red blood cells that carries oxy-
gen and gives them their color.

Infectious
Capable of producing disease in a susceptible host.

LDW
The dose (LD is lethal dose) that will kill 50 per-
cent of the exposed population.

Medium
A substanceused to provide nutrients for the
growth and multiplication of microorganisms.

Microorganism
Any organism of microscopic dimensions.

Monoclinal antibody
A single, pure antibody; made from hybridoma
cells.

Nerve agent
A chemical agent that acts by disrupting the
normal functioning of the nervous system.

Nonlethal agents
Chemicalagents thatcan incapacitatebut which,
by themselves, are not intended to cause death.
Examples are tear gas, vomiting agents, and
psychochemical such as BZ and LSD.

Organophosphorus compound
A compound, containing phosphorus and carbon,
whose physiological effects include inhibition of
cholinesterase; many pesticides and virtually all
nerve agents are organophosphoruscompounds.

Pathogen
Any agent capable of producing disease, although
usually applied to living agents.

Percutaneous
Throughthe skin; when applied to chemical
agents, refers to route of entry into the body.

Persistence
A measure of the duration for which a chemical
agent is effective. This property is relative,
however, and varies by agent, by method of dis-
semination, and by environmental conditions such
as weather and terrain.



Precursor
A chemical thatcan be chemically combinedwith
anothersubstanceto form a chemical warfare
agent. Most precursorscontrolledthroughinterna-
tionalefforts have commercial uses as well.

Psychochemical agent
An agent that incapacitates by distorting the per-
c c p

Pulmonary edema
The excessive accumulation of fluid in lung tissue.

Recombinant DNA (rDNA)
DNA prepared in l
s from different species, with the
resulting recombinant DNA
p o

Restriction enzyme
An enzyme that splitsDNAat a specific sequence.

Riot control agents
Substances,usually having temporary effects, that
are used typically by governmental authorities for
law enforcement purposes.

Toxicity
A measureof the harmfuleffect producedby a
given substanceon a living organism.

Toxins
Poisonoussubstancesproducedby living
organisms.

Toxoid
A toxin biologically inactivatedby chemicalor
physicalmeans,usually for vaccine production
purposes. Because a prerequisite for toxoid genera-
tion is toxin production, the technology involved
has applicability to BW.

V-series nerve agents
A class of chemical agents developed in the 1950s
that act by inhibiting a key nervous system en-
zyme. They are generally persistent and have a
moderate to high toxicity. Examples are VE, VG,
VM, VS. andVX.

Vaccine
A substanceadministeredto induce immunity in

the recipient.

Vesicant
A blisteringagent.

Virulence
The capacity of a microorganismto produce dis-
ease.

Virus
A submicroscopic infectious agent that is charac-
terized by a total dependence on living cells for
reproduction and that lacks independent
metabolism.

Volatility
A measure of how readily a liquid will vaporize
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